NAVAL REACTORS DOE ORDER IMPLEMENTATION BULLETIN
206.1-152, REVISION 0

Implementation of DOE Order 206.1 Department of Energy Privacy Program

Consistent with the Naval Nuclear Propulsion Program (NNPP) overall concept of
operations in accordance with the responsibilities and authorities assigned by Executive
Order 12344 (statutorily prescribed by 50 U.S.C. §§ 2406, 2511 ), the following provides
specific implementation guidance for the Privacy Program under the Director’s
cognizance. DOE Order 206.1 is implemented subject to the modifications provided
below:

1. Programmatic data breaches involving PlI, in printed or electronic form, will be
reported to the DOE-Cyber Incident Response Capability (DOE-CIRC) via the
Naval Reactors Laboratory Field Office. (DOE O 206.1 4.a.3) DOE-CIRC will
maintain responsibility to report the breach to the United States Computer
Emergency Response Team (US-CERT). (DOE O 206.1 5.e.3)

2. Any information system connected to the Naval Nuclear Propulsion Program
Network is considered to be a classified information system. A Privacy Impact
Assessment (PIA) will be performed for any classified or unclassified information
system containing Personally Identifiable Information. All PIAs will be approved
by the Naval Reactors Privacy Act Officer. (DOE O 206.1 4.e.)

3. The Director, Information Technology Management will serve as the Privacy Act
Officer with responsibilities as defined by DOE O 206.1 5.g.

4. The Privacy Act Officer will notify the Department Element Head of any
unresolved written complaints. The Department Element Head will notify the
DOE Chief Privacy Officer (CPO) if necessary. (DOE O 206.1 5.g.4.b)

5. System owners will submit documentation to the DOE CPO via the Privacy Act
Officer. (DOE O 206.1 5.j.4)
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